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HIPAA Permits Patient 
Communications 

Before addressing TCPA, 
healthcare entities must 
healthcare entities must 
first establish legality of 
communication under 
HIPAA, which provides 
privacy and security 
provisions for healthcare 
payers and providers to 
safeguard patient data. 

The following rules are 
two primary components 
of HIPAA relevant to 
communication:

The Privacy Rule establishes 
national standards to ensure 
the protection of patient’s 
medical records and 
protected health information 
(PHI). The rule requires
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Up to 69 percent of annual healthcare 
spending in the United States is heavily 
influenced by personal choices involving 
health behaviors and decisions made 
outside of the healthcare setting.

Therefore, healthcare 
providers and insurance 
payers must take a proactive 
approach to engage patients, 
deliver better health 
outcomes, and increase 
the value of care delivery. 
Communication efforts can 
drive efficiency and success 
in patient engagement and 
quality outcomes, but they 
must be ongoing, targeted, 
and relevant to a patient’s 
unique health conditions. 

To do this effectively 
and efficiently, provider 
communications must be 
automated, scalable, and—
most importantly—fully 
compliant with privacy 
and security regulations 
including the Health 
Insurance Portability and 
Accountability Act (HIPAA), 
the Telephone Consumer 
Protection Act (TCPA), 
and the newly enacted 
Telephone Robocall Abuse 
Criminal Enforcement and 
Deterrence Act (TRACED 
Act). Misinformation and 
fear of noncompliance 
often prevents health 
organizations from utilizing

technology, limiting their 
opportunities to effectively 
manage the health of the 
population. Fortunately, 
both HIPAA and the TCPA 
encourage healthcare 
providers and payers to 
leverage mobile phones 
and text messaging to 
communicate with patients. 
However, regulations are 
strict and non-compliance 
can result in hefty fines, 
preventing many healthcare 
organizations from 
advancing communication 
strategies with their patients.

https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.providertech.com/
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example, any healthcare 
provider or organization 
using secure messaging to 
communicate with patients 
via a patient portal would 
need to apply certain 
technical safeguards such as 
encryption to ensure PHI is 
protected.

Under HIPAA, healthcare 
providers and payers are 
permitted to use email, 
text message, and voice 
dialers to provide healthcare 
information and treatment 
options with their patients 
as long as they “apply 
reasonable safeguards” 
when doing so.

Hospital Implements New HIPAA 
Safeguards for Leaving Voicemails

A hospital employee failed to observe minimum 
requirements and reasonable safeguards when she 
left a voicemail on the home telephone number of 
a patient’s daughter, detailing the mother’s medical 
condition and treatment. Since the patient instructed 
the office to contact her directly on her work number, 
the Office for Civil Rights (OCR) indicated that the 
employee acted in violation of the privacy rule. 

To resolve the issue, the hospital implemented new 
procedures, including training employees to leave the 
minimal necessary amount of information in telephone 
messages and to review patient registration information 
for communication directives. The new processes 
were integrated into refresher and annual compliance 
training courses, now required for all employees.  

safeguards for the use 
and disclosure of PHI, 
protecting the privacy of 
patients. The privacy rule 
also gives patients rights 
to their medical records, 
including the ability to 
examine, obtain, and request 
corrections on their health 
records. The goal of the 
privacy rule is to allow the 
flow of health information 
required to deliver high-
quality care to patients 
without compromising the 
privacy of personal health 
information. One way health 
organizations and providers 
apply safeguards is by 
collecting written consent 
from patients before any 
disclosure of PHI to third 
parties, such as insurance or 
legal entities. 

The Security Rule 
establishes national 
standards for covered 
entities—health plans and 
care providers who transmit 
health information—to 
abide by as they create, 
receive, and maintain PHI 
electronically. The rule 
requires covered entities 
to deploy administrative, 
physical, and technical 
safeguards when 
communicating via electronic 
media with patients to 
ensure the integrity and 
confidentiality of protected 
health information. For

(See 45 C.F.R. §164530(c)). 
In fact, covered entities are 
often legally required to 
communicate directly with 
their patients or members. 

TCPA Offers Health 
Care Exemptions 

The TCPA was established 
in 1991 to protect 
consumers from unsolicited 
telemarketing phone 
calls by prohibiting the 
use of automated voice 
messages through the use 
of auto-dialers without prior 
consent. However, in 2012, 
the Federal Communications 
Commission (FCC) issued

https://www.providertech.com/
https://www.hhs.gov/hipaa/for-professionals/security/index.html
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
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Messages must be 
healthcare related under 
HIPAA, and may NOT 
include any promotional 
or financial solicitation. 

Messages must be sent 
only to the number 
provided.

The name and contact 
information of the 
healthcare entity must 
be explicitly stated.

Messages must be 
concise, with voice 
messages under 
1 minute and text 
messages under 160 
characters.

Message frequency must 
be no more than once 
per day, and up to three 
times per week.

All communications must 
offer an easy opt-out.

Opt-out requests must 
be honored immediately.

a healthcare exception, allowing covered entities to deliver HIPAA-compliant messages for calls 
related to health screenings, immunization reminders, and other healthcare-relevant information. 

The exemption offered a reasonable and fair way to encourage healthcare providers and payers 
to promote public health, provided the communications meet the following seven conditions:

 Favorable Ruling for Rite Aid’s Flu Shot 
Reminder Calls

In 2014, Robert Zani filed a claim against Rite Aid after 
receiving a prerecorded flu shot on his cell phone. 
In 2018, the Second Circuit ruled that the healthcare 
message was exempt from TCPA restrictions because 
the content of the message was a healthcare message. 
Falling under the FCC’s Healthcare Exemption, the 
prerecorded call did NOT require express written 
consent, although it did require express consent which 
Zani provided when he gave his cell phone number to 
Rite Aid in connection with receiving a previous flu shot 
from Rite Aid. 

Zani also signed various privacy notices when picking up 
prescriptions from Rite Aid in the same year, indicating 
that they “may contact [Zani] to provide refill reminders 
or information about treatment alternatives or other 
health related benefits and services that may be of 
interest.” Since the prerecorded flu shot reminder did 
NOT include promotional material about Rite Aid, the 
healthcare message fell within the FCC’s Healthcare 
Exemption.

For further clarification, the FCC released a Declaratory Ruling 
and Order in 2015 confirming that “the provision of a phone 
number to a healthcare provider constitutes prior express 
consent for healthcare calls [and texts] subject to HIPAA” as 
long as messaging was strictly related to health and wellness 
promotion. Covered entities are forbidden from using the 
phone numbers without prior express written consent for 
accounting, billing, debt collection, or other non-wellness 
related purposes.

https://www.providertech.com/
http://tcpablog.com/second-circuit-rejects-tcpa-claims-health-care-calls/
http://tcpablog.com/second-circuit-rejects-tcpa-claims-health-care-calls/
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Establish new rules to 
prevent unauthenticated 
calls and texts to 
consumers, including 
implementation of an 
authentication framework 
dubbed SHAKEN/STIR 
(Signature-based Handling 
of Asserted Information 
Using toKENs (SHAKEN) 
and the Secure Telephone 
Identity Revisited (STIR)), 
which allows phone 
providers to validate that 
a phone call is indeed 
coming from whoever 
seems to be calling.

Authorize up to $10,000 in 
fines per call violation.

Provide annual reports on 
regulation enforcements 
to Congress.

Convene an interagency 
task force to revisit 
prosecution of robocall 
violators.

Newly Enacted TRACED 
Act Aims to Eliminate 
Illegal Robocalls

At the end of 2019, President 
Donald Trump signed into law 
the “Telephone Robocall Abuse 
Criminal Enforcement and 
Deterrence Act (TRACED Act), 
which enhances the regulation 
of robocalls. The new bill will 
change how robocalls are 
regulated,requiring the FCC to:

Five Steps to 
Compliance

Under the FCC’s Healthcare 
Exemption, healthcare payers 
and providers are able to 
leverage telephone, email, 
and text communications to 
drive better engagement and 
outcomes with their patients. 
However, non-compliance can 
result in multi-million-dollar 
liabilities with TCPA violations 
costing $500 or more per call 
or text—or triple if calls are 
perceived as willful intent. 
HIPAA violations are even more 
costly, with penalties up to 
$50,000 per violation and up to 
$1.5 million per year.

The following proactive 
measures will help you 
understand and abide by 
regulations, minimizing your 
risk of catastrophic penalties 
for non-compliance while

helping you to engage 
your patients in shared 
responsibility for their care.

Step #1: 
Comply with HIPAA

patient requests to receive 
communications regarding 
their PHI by alternative 
means such as voice, email, 
or text.

The same effort to 
reasonably safeguard PHI 
electronically should be 
applied to other forms of 
communication, including 
text and voice.

Reasonable safeguards are 
considered a subjective 
standard and heavily 
influenced by a several 
factors, including size of

Providers are 
encouraged to 
accommodate

https://www.providertech.com/


require express consent IF 
the caller is NOT using an 
automated dialer system for 
healthcare messages. 

When selecting a third-
party vendor to support 
automated communications, 
it is important to ensure they 
have capabilities to detect 
the difference between cell 
phone and landline phone 
numbers.
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Step #2: 
Obtain Prior Express 
Consent

Under the health-
care exemption, 
providing a cell

 “The HIPAA Privacy Rule 
allows covered health care 
providers to communicate 
electronically, such as 
through e-mail, with 
their patients, provided 
they apply reasonable 
safeguards when doing so.” 

U.S. Department of Health 
and Human Services

the covered entity and the 
nature of the business. 
Covered entities should 
consider their individual 
needs and circumstances, 
taking financial and 
administrative burdens into 
account when implementing 
safeguards. 

phone number constitutes 
consent to  receiving calls 
or texts from an automated 
dialer for “care, services, or 
supplies related to the health 
of an individual”. 

Landline phones also require 
express consent if the caller 
is using an automated dialer 
system for healthcare-
related messages. However, 
landline phones do not 

Calling: Using: Messaging: Consent Needed:
Cell phone Automated 

dialer or 
prerecorded 
message

Healthcare 
information

Prior express 
consent

Residential 
landline

Automated 
dialer or 
prerecorded 
message

Healthcare 
information

Prior express 
consent

Cell phone 
or residen-
tial landline

Automated 
dialer or 
prerecorded 
message

Promotional 
marketing 
or financial 
information

Prior express 
written consent

If you do want to send 
promotional advertisements, 
telemarketing messages or 
billing-related information, 
you MUST collect express 
written consent, regardless 
of if you are calling a landline 
phone or a cell phone.

Here is a quick look at which 
kind of consent is required 
for both cell phones and 
residential landlines:

https://www.providertech.com/
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Step #4: 
Honor Opt-Out Requests 

Step #3: 
Abide with Messaging Restrictions

Messages must be sent only to the number provided by 
the patient, and the healthcare provider name and contact 
information must be explicitly stated. In the event a number 
has been reassigned, healthcare entities are provided a safe 
harbor for the first call but thereafter, they should be aware the 
number is reassigned. In addition, prerecorded voice messages 
(for cell phones and residential landlines) must be under one 
minute in length. Likewise, text messages must be under 160 
characters. Contact via text or a phone call must be limited 
to up to one time per day, up to three times per week. Over-
messaging is non-compliant—and exhausts your patient.

As noted in TCPA’s seven conditions, there are certain 
provisions that you need to apply to your messaging. 
First, the content of healthcare calls or texts may NOT 

be related to promotional marketing or financial collection. 
Rather, messaging must be specifically relevant to the patient’s 
health and wellness, such as:

Both the TCPA and 
the TRACED Act 
emphasize that all 
communications

must provide a clear option 
for recipients to revoke 
their consent via opt-outs. 
Whether it’s a STOP opt-out 
via text, or an alternative 
option to express a 
desire to receive no more 
messages from the caller, 
opt-outs must be honored 
immediately. As you design 
your communication 
workflow, you must establish 
policies and procedures to 
manage and update your 
notification systems based 
on patient opt-outs.

Appointment or exam 
confirmations and 
reminders

Wellness checkups

Hospital pre-registration 
instructions

Pre-operative 
instructions

Lab results

Post-discharge follow-up 

Prescription notifications

Home healthcare 
instructions

Step #5: 
Use Authentication 
Technologies

       Authenticated
       calls allow 
       patients and 
consumers to have more 
information about the call 
they’re receiving so they 
can decide whether to 
answer it or not. That’s why 
the TRACED Act requires 
voice service providers to 
use caller ID authentication 
technology to validate that 
a phone call is coming from 
whoever appears to be 

https://www.providertech.com/


ABOUT 

Providertech enables 
healthcare organizations to 
provide better quality care, 
outcomes, and experiences 
for patients and consumers 
when and where they need it 
leveraging mobile outreach 
technologies, artificial 
intelligence, and our clinical 
expertise.

Easily integrated into 
EMRs, our solutions enable 
healthcare providers, 
payers, and Federally 
Qualified Health Centers 
(FQHC) to more efficiently 
manage chronic care patients 
and promote wellness, while 
helping to advance value-
based care initiatives.

Seamless integration with 
your EMR also ensures we 
obtain the latest patient 
contact information. This 
reduces the risk associated 
with recycled phone numbers 
and stale data. Providertech 
is in full compliance with all 
applicable provisions of the 
HealthIT.gov’s HIPAA Security 
Risk Assessment Tool, 
providing you peace of mind 
for your administrative, 
technical, and physical 
safeguards.
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Schedule a Demo Today

Visit Providertech.com

Learn how Providertech achieves high-security 
standards while offering comprehensive solutions 

for patient engagement.

calling. Service providers can’t charge for these services. 
Additionally, providers aren’t liable as long as they are making 
reasonable efforts to implement a reliable authentication 
system.

View the FCC’s TRACED ACT Implementation Timeline

Apply Best Practices

Communicating with patients is a central requirement to 
advancing population health, as an individual’s health is 
ultimately determined by decisions made outside of the clinical 
setting. Patients want to share in the responsibility for their 
care. Therefore phone reminders and text messaging plays 
a large role in connecting providers, insurance payers, and 
patients.

Don’t let uncertainty over TCPA, HIPAA, or the TRACED Act 
prevent you from offering the convenience of text messaging to 
patients, which can increase both clinical outcomes and patient 
satisfaction. Comply with HIPAA, know the rules about express 
consent, abide by messaging regulations, and honor opt-out 
requests immediately. Your patients will thank you.

https://www.providertech.com/
https://www.providertech.com/contact/
http://www.providertech.com
http://tcpablog.com/traced-act-creates-new-fcc-implementation-timelines/#more-42817
https://transition.fcc.gov/cgb/policy/TCPA-Rules.pdf

